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			Minimize Risk, Maximize Peace of Mind with Kratos Cybersecurity Services
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        Kratos is a seasoned provider of cybersecurity services encompassing compliance and certification, risk management, operations, and engineering. An authorized Third Party Assessment Organization for CMMC (C3PAO) and FedRAMP (3PAO), Kratos provides comprehensive services to facilitate a broad spectrum of compliance requirements. Kratos cybersecurity services support the development and operation of proactive cybersecurity programs, the development of enterprise cloud security strategies, and the establishment of sound and practical information security architectures.

Learn more about Kratos’ range of cybersecurity services.
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        Compliance Services

		
			
				Kratos has years of robust compliance and certification experience with government and commercial standards and compliance frameworks requirements. As one of the first and largest Federal Risk and Authorization Management Program (FedRAMP) 3PAOs, Kratos’ compliance experience also includes CMMC (C3PAO), Payment Card Industry (PCI), Federal Information Security Management/Modernization Act (FISMA) and the National Institute of Standards & Technology (NIST) Risk Management Framework (RMF). Because of this experience, Kratos is viewed as a trusted compliance and governance partner by the Department of Defense (DoD), Federal Civilian Agencies, Intelligence Community (IC), and commercial organizations.
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		CMMC 2.0 Services
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			As an authorized C3PAO, Kratos is prepared to offer streamlined CMMC 2.0 Assessment services to accelerate certification by reducing costs and simplifying the process through our phased approach. Additionally, Kratos offers CMMC Advisory services including gap analysis, documentation, and process / engineering consulting services.

			Learn More

		

	

    
        

    



	
		FedRAMP Assessment & Advisory Services
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			Kratos provides FedRAMP advisory and assessment services for public, private, community, and hybrid cloud service offerings, including: Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS).

			Learn More

		

	

    
        

    



	
		DoD CC SRG Services
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			As an authorized FedRAMP 3PAO, Kratos follows its proven methodology for assessments to determine whether a CSP’s offering meets DoD CC SRG requirements. The reciprocity between DoD and FedRAMP enables Kratos to recognize many efficiencies and, in most cases, limit the scope of the assessment to required security controls and parameters in the SRG.
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		NIST/RMF
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			Kratos helps commercial companies and federal agencies implement true cybersecurity risk management by leveraging the NIST RMF in conjunction with Kratos’ extensive experience with cybersecurity testing and continuous monitoring. Kratos leverages the framework to implement a risk management program that is tightly integrated across all elements of the organization.
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		IA-PRE Advisory and Assessment Services
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			The U.S. Space Force’s  (USSF) Infrastructure Asset Pre-Assessment (IA-PRE) program is designed to bolster the cybersecurity of the Department of Defense’s (DoD) commercial satellite communications. Kratos is authorized to offer both advisory and assessment services to companies seeking to place assets on the IA-PRE Approved Product List (APL).
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		PCI DSS Assessment & Advisory Services
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			As a Payment Card Industry Security Standards Council (PCI SSC) approved Qualified Security Assessor Company (QSAC), Kratos provides PCI Data Security Standards (PCI DSS)  advisory and assessment services across all payment channels for merchants and service providers who access, process, transmit or store credit card transactions or provide a security function to an entity’s cardholder data environment.
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		HITRUST Advisory & Assessment Services
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			Healthcare organizations and their third-party vendors can conduct and assess risk using independent and often complicated risk questionnaires or through full-fledged industry standard frameworks, such as HITRUST. As an authorized HITRUST External Assessor organization, Kratos provides assessment and advisory services for organizations seeking HITRUST certification.
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		Automated Continuous Monitoring Services
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			Using proven processes and automation tools, Kratos helps commercial organizations maintain compliance by providing continuous support and monitoring of periodically required security activities associated with the compliance frameworks, vulnerabilities scans, POA&Ms, and service team coordination. Continuous Monitoring provides a faster, structured and more cost-effective approach to retaining your certification.
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		Dynamic Advisory Services
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			When CSPs need to quickly stand up a compliant cloud environment and fast-track an ATO without pulling internal resources from other critical tasks, Kratos’ Dynamic Advisory Services can help you quickly implement a CSP’s SaaS environment while underlaying our traditional FedRAMP advisory services. This approach can reduce deployment time by 6 months or more, an average of 50% faster time to market.

			Learn More
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        Cyber: Operations & Engineering

		
			
				Kratos services help to mitigate risk by assuring that internal systems and information are secure. As part of the testing, we deliver a report that summarizes a clear set of findings and recommendations for improvement, with an emphasis on actionable breach prevention.

The Kratos team specializes in technical testing, including:
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		Penetration Testing
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			Defend against social engineering, insider threats, system vulnerabilities, to protect vital business data from external and internal cybersecurity attacks. Kratos Penetration Testing Services will identify flaws before they are exploited and provide detailed countermeasures to reduce risk to critical assets.

			Learn More

		

	

    
        

    



	
		Vulnerability Assessments
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			Define, identify, classify, and prioritize vulnerabilities in computer and network infrastructures, allowing an organization to put preventative measures in place to mitigate the threats.
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		Application Security Testing
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			Application security encompasses measures taken to improve the security of an application, often by identifying, fixing, and preventing security vulnerabilities. Different techniques are used to surface such security vulnerabilities at different stages of an applications lifecycle, such as design, development, deployment, upgrade, and maintenance.

			Learn More

		

	

    
        

    



	
		Cloud Security Architecture & Engineering
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			Develop sound and practical information security architectures tailored to organizational needs. Kratos’ security experts support the deployment and maintenance of manageable, robust, and secure systems and applications, including cloud systems.

			Learn More
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			5971 Kingstowne Village Pkwy, Suite 200

Alexandria, VA 22315

Phone: (703) 254-2000

Fax: (703) 254-2010

Map and Directions
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